BADRI NARAYAN PATRA
Cloud & Identity Systems Engineer  |  AWS  |  Azure  |  Active Directory  |  Entra ID  |  L2/L3 Support
India  |  +91-8328906220  |  linkedin.com/in/badri-patra-3560b625b  |  github.com/badripatra220-coder
PROFESSIONAL SUMMARY
Cloud and Identity Systems Engineer with 2+ years of experience spanning Windows infrastructure, Active Directory administration, Entra ID (Azure AD) operations, AWS cloud services, and enterprise L2/L3 support. Hands-on experience with identity lifecycle management, user access administration, RBAC, and hybrid identity environments. Skilled in AWS services (EC2, VPC, S3, IAM, Route 53, RDS, Lambda, CloudFront, DynamoDB, Load Balancer), Azure VDI/AVD operations, and PowerShell-based administration. Experienced in ITIL-based incident management, service request fulfilment, and SLA-driven support workflows. Familiar with Conditional Access concepts, authentication and authorization principles, security patching, and vulnerability remediation. Strong foundation in automation using Terraform, Docker, Kubernetes, and shell scripting. Committed to least-privilege access models, audit compliance, and continuous operational improvement.
CORE SKILLS & TECHNOLOGIES
Identity & Directory Services
Active Directory (ADUC, domain join, user/group management, account lifecycle, password reset, account unlock, RBAC) | Entra ID (Azure Active Directory) | Azure AD Connect concepts | Hybrid identity architecture | Identity lifecycle management (joiner/mover/leaver) | Conditional Access awareness | Authentication & authorization (Kerberos/LDAP concepts, MFA/SSO flow, RBAC) | FSLogix profile management concepts | BitLocker | Okta MFA/SSO.
AWS Cloud
EC2, VPC, S3, IAM, Route 53, DMS, CloudFront, DynamoDB, RDS, Lambda, Application Load Balancer, Auto Scaling, NAT Gateway, Security Groups, NACLs, CloudTrail, Multi-AZ architecture
Azure & M365
Entra ID, Azure Virtual Desktop (AVD), Host Pools, Blob Storage, Virtual Network, Key Vault, Azure DNS, Azure Backup, Azure Monitor, Log Analytics, VNet Peering, Private DNS Zones, Hub-and-Spoke Architecture
Security & Compliance
Least-privilege access | RBAC | IAM | Okta | TLS/SSL | MFA/SSO | Vulnerability remediation support | Security patching | Security baseline follow-up | Audit log review
Scripting & Automation
PowerShell (administration tasks, AD queries, user management scripts) | Linux Shell Scripting | Bash | CMD | Python (monitoring, dashboards)
DevOps & Infrastructure
Terraform | Docker | Kubernetes | Jenkins | Git | GitHub | Maven | Grafana | Prometheus | VMware Workstation | vSphere Client | ESXi | VM snapshots
Networking & VDI
VPN | DNS | Subnetting/CIDR | NAT | Ping/NSLookup/Tracert/Tnc/Port checks | Citrix installation | Omnissa Horizon | Windows App | ServiceNow | 
Operating Systems
Windows Server  | Windows 10/11 | Linux (RHEL)
PROFESSIONAL EXPERIENCE
Cloud & Identity Systems Engineer  |  Oggis Tech Software Private Limited
India   |   Feb 2026 – Present
1. Support AWS cloud operations across EC2, VPC, S3, IAM, Route 53, DMS, CloudFront, DynamoDB, RDS, Lambda, and Application Load Balancer under guided administration workflows.
1. Administer Active Directory tasks including user/group management, account provisioning and deprovisioning (joiner/mover/leaver lifecycle), password resets, account unlocks, and RBAC-based permission assignments.
1. Support Entra ID (Azure AD) operations including user and group management, access configuration, and identity-related troubleshooting in hybrid identity environments.
1. Assist with Azure Virtual Desktop (AVD) operations including host pool health checks, VDI/session troubleshooting, Windows App access support, and user connectivity validation.
1. Perform DNS troubleshooting (nslookup, ping, tracert, port checks) to isolate authentication, directory service, and connectivity issues across identity and cloud environments.
1. Support Citrix installation activities and maintain working familiarity with Omnissa Horizon for virtual desktop access and session support scenarios.
1. Execute Windows Server and VM operational checks, security patching coordination, and patch validation using VMware vSphere Client.
1. Supported installation, configuration, and validation of enterprise tools such as endpoint central, Nessus, CrowdStrike, MicroStation, ManageEngine, Arctic Wolf, and Sysmon Agent for endpoint security, monitoring, patching, and vulnerability remediation.
1. Develop and maintain PowerShell scripts for routine AD administration tasks, user account queries, and access reporting to reduce manual administrative effort.
1. Monitored CPU, memory, disk utilization, availability, and performance alerts through auto-generated infrastructure email notifications; performed initial VM health checks, documented incident findings, and escalated issues based on SLA priority.
1. Operate within ITIL-based service management framework covering incident management, service request fulfilment, and escalation coordination.
Software Associate – L2 Support  |  Capgemini Technology Services
Kolkata, India   |   Nov 2022 – Jun 2024
1. Delivered enterprise L2 technical support for Windows systems covering user login, application access, endpoint issues, network connectivity, and service availability incidents.
1. Administered Active Directory operations including user account verification, group membership management, account unlocks, password reset workflows, and access permission validation per least-privilege principles.
1. Performed initial investigation for account lockouts, profile/login errors, VPN access issues, DNS failures, and endpoint-related problems with structured troubleshooting before escalation.
1. Troubleshot issues related to operating systems, applications from M365, network connectivity, VPNs, and access management
1. Managed incident tickets following ITIL processes including SLA priorities, incident documentation, knowledge base updates, and resolver-group coordination for timely closure.
TECHNICAL PROJECTS
Monitoring Dashboard — Python, Docker, Kubernetes, GitHub, Maven
1. Built a Python-based monitoring dashboard to track application health, logs, and basic server metrics, providing real-time visibility into system performance.
1. Containerized the application using Docker for portable and repeatable deployment, ensuring environment consistency across development and production.
1. Deployed and validated the application on Kubernetes using pods, deployments, and services, demonstrating orchestration and scalability of containerized workloads.
1. Used Git, GitHub, and Maven for version control, build workflow, documentation, and release tracking, following structured DevOps practices.
AWS Three-Tier Web Application Architecture
1. Designed a highly available three-tier AWS architecture using VPC, public/private subnets across multiple Availability Zones, Internet Gateway, NAT Gateway, route tables, and security groups.
1. Mapped web-tier traffic through Application Load Balancer to EC2 Auto Scaling Groups and designed private application-tier communication with least-privilege security group rules.
1. Placed RDS in private database subnets and defined end-to-end traffic flow from user to ALB through web, application, and database tiers based on least-privilege network segmentation.
1. Incorporated bastion host access, subnet CIDR planning, DNS/Route 53 configuration, and operational checks for scalability, availability, and secure infrastructure management.

Enterprise Active Directory Infrastructure with Centralized Authentication and MFA
1. Built a Windows Server 2019 lab environment with Active Directory Domain Services, domain controller configuration, DNS integration, and Windows client domain join to simulate enterprise identity infrastructure.
1. Designed authentication flow covering DNS resolution, Kerberos/LDAP authentication, FSMO/PDC Emulator role management, and user session creation for hybrid identity awareness.
1. Integrated FSLogix profile-container concept using VHDX profile storage on a file share to support centralized user profile management consistent with Azure Virtual Desktop environments.
1. Applied security controls including BitLocker disk protection, MFA/SSO validation via Okta, RBAC-based access control, and packet-level validation using Wireshark.
Dockerized Java Web Application CI Build — Git, GitHub, Maven, Docker
1. Designed a GitHub-based source control workflow for application code, Dockerfile, and build artifacts using Git branching and commit practices.
1. Built Maven-based application packages and containerized the deployment using Docker images for repeatable local and server-based execution.
1. Documented the complete DevOps pipeline from GitHub repository through Maven build, Docker image creation, container testing, and release handoff.
Full-Stack Kubernetes Application Deployment on AWS with kOps, Docker, NGINX Ingress, and MySQL
1. Deployed a full-stack Kubernetes application on AWS using React.js, Node.js, MySQL, Docker, kOps, and kubectl.
1. Configured Deployments, Services, StatefulSets, NGINX Ingress, AWS Load Balancer, PV/PVC, ConfigMaps, and Secrets for production-style deployment.
1. Implemented persistent MySQL storage, external traffic routing, and Kubernetes troubleshooting using kubectl logs, describe, get pods, and get svc.
EDUCATION
Master of Computer Applications (MCA)   |   2023 – 2025
Bachelor of Computer Applications (BCA)   |   2019 – 2022
CERTIFICATIONS & CONTINUOUS LEARNING
1. AWS cloud administration: EC2, VPC, S3, IAM, Route 53, DMS, CloudFront, DynamoDB, RDS, Lambda, and Load Balancer.
1. Identity and access management: Active Directory administration, Entra ID (Azure AD), hybrid identity concepts, Azure AD Connect fundamentals, Conditional Access concepts, and identity lifecycle management.
1. Azure infrastructure and VDI: Host pools, AVD/VDI session troubleshooting, Windows App, Citrix installation, Omnissa Horizon, and Azure Monitor.
1. DevOps and operations: Terraform, Docker, Kubernetes, Git, GitHub, Maven, Jenkins, Linux, Shell Scripting, Grafana, and Prometheus.
1. Security and compliance: RBAC, least-privilege access, CIS Benchmark awareness, MFA/SSO flows, BitLocker, vulnerability remediation, and audit log review.
